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Background and Problem Statement

When user visits a website, data goes directly to trackers and can be blocked. With SST, data goes to a server
and is then forwarded to trackers, staying hidden from blockers.
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Signal 3 and 4 are clear, unigue indicators of Google’s SST. Signal 1 and 2 are validated by the presence of a server container URL
within JavaScript files of the website.

* |dentified a total of 385

« 292 confirmed server-

Results Conclusions
. Of 10.000 websites » 3.79% of successfully crawled websites
subst,antial data Wa,s Signal 1 implement Google’s SST, indicating an active
collected from 7697 shift by companies to obscure their tracking
websites practices, threatening user privacy.

- Because identifying patterns in request URLs
is effective in large scale, the methodology could
help build better blocking systems to protect
users and promote more transparency.

potential server-side
trackers, each
associated with a unique

website.

Future Work

side trackers were

_ - Ongoing work: identify more uncaught Google
validated:

Server-side trackers, while keeping the approach
simple and effective.

= 246 confirmed through presence of either Signal 3 or Signal 4
= Additional 46 confirmed using JavaScript files to detect server container URL for - Generalize methodology: extend to catch SST by
the specific website. other platforms.
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